National Center for HIV/AIDS, Viral Hepatitis, STD, and TB Prevention

Digital Partner Services:
Ethical and Legal Considerations

Ryan Cramer, JD, MPH & Rachel Kachur, MPH

Division of STD Prevention
Centers for Disease Control and Prevention

NIPS
Oct 10, 2023



Topics to be covered

= Rules and regulations
= Best practices
= CDC support



What are partner services?

“‘Partner services’ are offered to people with STDs, to their partners, and to other people
who are at increased risk for infection in an effort to prevent transmission of these diseases
and to reduce suffering from their complications.

The historical focus was to identify and locate the sexual contacts of infected people and
other people at risk for behavioral or other factors — ‘contact tracing’ — and then refer them
for care and treatment, as appropriate.”




What are digital partner services?



What are digital partner services?

Partner services



What are digital partner services?

Partner services

(using technology)

I




Medium doesn’t matter

o Rules around authorized activities, ethics, privacy, etc. still hold true
regardless of the medium

o Refer to state’s public health authority for authorized and required
activities

o Refer to state and federal law for confidentiality rules



Refer to state’s public health authority

e Know and follow your state laws regarding communicable disease
investigation/partner services

e Seek advice from your legal counsel

e Higher levels of management should work with legal counsel to
determine how HD staff can execute their statutory duty



HIPAA (Health Insurance Portability and Accountability Act)

Prohibits healthcare providers and other “covered entities” from disclosing
protected information to anyone other than a patient without consent

— Does not restrict patients from receiving information about themselves

There is a public health carve out... although some health departments are covered

entities

— Health department staff should encourage those in higher levels of management to determine if state
health departments have filed with HHS as a covered entity

Though even when states are covered entities, public health disclosures are very
permissive



Best Practices

e Establish internal procedures for safeguarding personal information

e Take necessary precautions to protect the identity of original patients

and named partners
e E.g. log out of dating apps after every session, use unambiguous language to
obtain consent from a partner to share information over their medium of choice

e Assume that any dating app, social networking site, or website is
retaining every message and photo ever sent, even if deleted (e.g.
Snapchat has kept every picture that has ever been sent over its system)



What does CDC support?
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DEPARTMENT OF HEALTH & HUMAN SERVICES Pushc Hasllth Sersice

Centes for isaise Coatral
wnd P rawnrtion

Septamber 13, 2003
Dear Cellaagmas:

The Intemnst is becoming an important vemes for mesting wex partners and plasming participation
= risky sexual bebavior. This letier s to alest you to the risk bebavion: associated with Intarnet
use, the ixterveaticn pobsatial of the Internet, and to sacowrage you to consider sxploring the
Internat as a potential venue for diseass-conme] efferts.

Wumarons reperts indicars that the Imternet has becoms eze of the most popular vemmes for
mesting sex parmers among men who have sex with men (MEM). A study from Dienver in 2000
showed that about 16% of clients presenting for HIV testing had sewght sex pariners online.
Apong California MEM with primary er secondary syphilis, the Internet is oae of the twe most

¥ reported wmues for megting sex parmers. Chsters in Chicage, Florida, Boston,
Eanraciy, and other cenmal and sast-coast arsas indicars that the problam is widespread, and not
Limited to 2y oos gecgmaphic amea. At the same time, the popularity of bars. sex chubs, and
bathhouses has not diminished, waggesting that the Intermst mary be contributing to an overall
mcrease in sexual activity amsong MEM. In additon, increaing svidence also confrms that other
populations such as youwth, women, tansgeader indhviduals, and couples seeking couples use ihe
Internat fior connecting with wex parmers. On 2 barger scale, the Intemat is wsed to advertise or
[pTomots 5ex parties, circuit partes, “raves,” public er commercial sex vennes, and lacal
prostimtion.

Ouling sex veanes inclade chat rooms, bulletia beards, and more privaie commumications sach as
alectronic mail and texi- or instant-messaging. Seme web sites are organized for the spacific
papose of Scilitating enprotected anal wex or other bebaviors that put peopls at fsk for
STOVHIV. Often, parmerships formed onling am cos-time, ancoymos sexual sncowmters,
prusenting challenge: for parmar slicitation, sotification, and treatment oot

Adapiing comeat dissase-contol and healih-prosotion activities 1o e Istrmet savircomeat i a
critical step for peblic bealth agemncies. The National Coalitien of STD Directors (NCSD) is
condacting 2 aseds asessmeat to identify barmier: te the ieplamaeniaticn of Intarmet-baved
STDVHIV prevantion and is developing 2 compendine of Intermet protecels and procedares Som
thiedr constHmant program areas and parmars. Soth the needs asewumeant and the compendiam
will bs tha basis for comsmittion meetings aimsd 2t generating gnidance for the condnct of
STDVHIV prewention on the Intemst. As caline prevention prograns are inftiated, it will be
important to incorporate both process and outcoms svalnation plans.

As this technelogy centinees to ewelve, it is clear that STIVEIV preveation programs must also
wvele. Given the contimed high rates of omitipls STD amsong MEM, it is particularty impormat
to focas onling diseass-prevention and health-promotion affors cn this pepelation. Soms sarly
afforts to implenxnt online pariner notification and cumsach have shown proniss, though few
havs besn svaluated rigorously. Semss promiting, Ivternet-based, programmatic sfforts ars
described below.

@ CAPARTMENT OF HEALTH & HUMAN SIRVICTS Puitdia Hamth fersiin

Clnes fof Cinsasn Conral
urd Fravarion

Juby 13, 2010
Doz Collsagua,

In 2007, the Division of STD Prewvextion and the Dhisien of HIVIAIDS Prevention jointhy senta Dser
addresaing the Infernet a5 am asarging risk veerss and enconraging e imegraton of

e Entermat into STD and HIV prevestion sforts. This betvar is to again sncourage peblic bealt

prograns: to adopt and Emcorporam wsing the Intemat and other emecging wchnologios inte STD and

HIV prwveation «fors 2nd to call your atieation to available reecwrces. CDC resownces camand

shioald beused to sepport isemet based parinar services as part of conprabensiie STD preventicn

PrOgTanT.

Tha CDC sooagly wﬁﬂnmc{ﬂniﬂmiwpummimmdﬁﬂhﬂmﬂymlnsh
upaks, delvery and qmlity of intemat parmer services sfforts. In suppont of this effort, &e CDC has
callsberared with the Mational Cealiten of STD Dimectom (NCSD) to develop and divribate 2 st of
maticoal guideEnes Sor conducting Inemet-based STD and TV prevention. These guidsfines contain
thres wections: 1) online pariser notification, ) onling owreach, and ) online health communications.
Tha midslings can assist jerisdictons in developing andior enhancing their Evemat-based actvitss.
All thres wections of\'muffhlfcl'mﬂj}rl'ﬂl'mimd STT0 amd HIV Prevesnon are anvailabls on
the MCED website (warw.nosdde ong).

In additicn, examples of jaidicton-specific gaidalings for Inlmet-hased wook and other valuable
STD provention mscurces can be found ca 5T Prevuntica Cnlize, the 5TD prevention profewiconal
oatworking site. (s S TDPresationCale org) P:wmmmmﬂ]fmdl‘mhw
e resomross to develop protocals for intemet-based partmar

Specifically. prograze should sedk to sovom acoass w0 sites whars wx secking ocours, which inchudes
caditiczal sax-seaking siws such as Mambest and Adomd A dem bt 2l inclnds social setworkng
siten wnch as MySpace, Craiglist and Facebook. To gaim access, prograns thoald be proactive i
werking with local [T departmeats and sducatag decision makers about the mpostancs of pasmer
sarvices and how progmams can efficisnthy addmss dissass tansmizsion and acgmisiton whilizing
today’s technology.

I emcourage you to axplore and nse the Incrnat and other novel tackmologios for your STD prevention
afforts. The Ixdemed can no leager b considered an emerging veoue; if 7 now just another vemme
through which hsky bebaviors can and are being faclitaed At the wame time, it is 2 venue that STD
and HIV prevantion prograns need to undariiand and use to mest S pubbic whers they are in ondar fo
provide sdecation amd belp sten i spread of dissass.

For questions ahout any of owr zew techaclogy offorts, pleass contact Rachel Kachnr
(BEachuricds pov).

Sincarsly,
(Calean M Walh'
Cathlsem b, Walsh, DrPH

Director (Acting), Dividon of 5TD Prewsoton
Maticnal Center for HIVVAIDS, Viral Hepatitis, ST and TH Prewsation

CDC supports the use of technology for partner services


https://www.cdc.gov/std/DearColleague9-13-2005.pdf
https://www.cdc.gov/std/general/DCL-Internet-7-13-2010.pdf

CDC supports the ugEEEESNSNINEN partner services

contribution of the Internet to local
epidemiology by (1) systematically
identifying, during case interviews,
G T R— . venues where patients meet sex R
e partners, and (2) exploring Internet- ———
based STD/HIV prevention using p——
e i ot T e g et o methods described in this |etter, Or I —
Y A other innovative programs.” '
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prostimtion. In additicn, axasgle: of faridiction-tpaciSc peidelings for mmetbased woek and other valusble
Craling sex v inclade chat . bullutin boards, and mess pri icatioms pach a5 mmmmmhwmﬂmhm&:hmmm:’m
alectronic mail and texi- or instant-messaging. Seme web sites are organized for the spacific mm!hhu@mhmhﬂi 5 £ %
pepese of fcilitating enprotected anal wex or otber bebaviors that put pecgle at risk for
STDVHIV. Ofien, parmerships formed cnling 2o cos-time, aonymess sexual sncoustens, Spﬁa.ﬁnl.'h Png'm:hnuﬁwthmmbmwhmmmﬂ:gmmm:
prusanting challeags: for parmar elicition, aotficaton, 2ad treatmant efforts. traditicmal sax-waking siws wach as Mamieme and AdamdAdem bt sk inchude secial
sdtes wach as MySpace, Craigsbist and Facobook. To gaim access, prograes dhoald be proactive i

Adapting currunt dissase-conirol and health-promotion activities sanvircoment i a ‘working with local IT departments and edncaiing decision makers about the importancs of paser
crifical step for peblic bealth agsmcies. I‘thDun.ulCnalﬁqufSTDDnnﬂm{NCED}u sarvices and how progmams can efficisnthy addmss dissass tansmizsion and acgmisiton whilizing
condacting 2 aseds asessmeat to identify barmier: te the ieplamaeniaticn of Intarmet-baved today’s technology.
STDVHIV prewenticn and is developing a compendinm of Intarmst protocols and procedames from
thiedr constHmant program areas and parmars. Soth the needs asewumeant and the compendiam I emcourage you to axplore and nse the Incrnat and other novel tackmologios for your STD prevention
will b thae basis for comsultation mustings aimed 2t genarating guidance for the conduct of wifiorts. The Iviernet can oo leager be comsidesed 2o emerging venue; it 5 now just another weome
STDVHIV prewantion on the Infenet As online prevanfion progranss are initiated, it will be through which hsky bebaviors can and are being faclitaed At the wame time, it is 2 venue that STD
important to incorporate both process and outcoms svalnation plans. and HIV prevention programs need to undarstand and use io mest e public whers they are in order o

‘provide sducation amd halp stens e spread of dissass.
As this technology continses to evehes, it is clear that STIVHIV preveation programs must alss ;
avelve. Given the contimuod high rates of zultiple STD ameng MSM, itis paricularty impornat For quastions about any of our ow tachaclopy afforts. pleass contact Rachal Kactor
to focas onling diseass-prevention and health-promotion affors cn this pepelation. Soms sarly (EEachurficds gov).

afforts to implenxnt online pariner notification and cumsach have shown proniss, though few
have baen svaluated rigorously. Semse promiving, Ixtersst-based, programmatic o fforts ars
described below. Cailesn M Wakh'

Sincarehy,

Catilesn M. Walsk CrPH
Dirsectior (Acting), Division of 3TD Preventicn
Maticnal Center for HIV/AIDS, Viral Hapatitis, 5TD and TB Prevsation
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Introducing Technology into Partner Services: A
Toolkit for Programs

Executive Summary

The Toolkit for technology-based 5TD and HIV Partner Sendces (IPS) serves as 3
general resource for heslth departments, community-basad organizations (CE0s) .
and others authaorized 1o provide HIVYSTD partner services (PS). Itis designed for ]dEB.S, Pl.'l]tDC{llS, QJJESUDI'IS?
usz with the Internet and other digital technologies, such az mabile phaones, Juin the IPS NPIN Community
computers, and social networking sites, to trace and contact persons potentially A place to share feedbadk, tools and
exposed to HIY and other STDs, This toclkit updates IPS information found inthe Network with other programs.
2008 National Coalition of STD Direciors (NCSD) Guidelines for Internet-based

Partner Senices] and is a supplement to the 2008 Centers for Disesse Control and For details, Email Frank Srona
Prevention (CDC) Fo fi joss P [}

Infection, Syphilis, Gonorrhea, and Chlanydial Infection.* Need Technical Assistance?

Az trends in communication and technology have advanced, the use of current and Ses Technical Assistance for
emerging technologies to reach at-risk individusls has become essential. Technology-hazed Partner Services
Individuats for whom there are only virual identifiers, such as an email address or

user name, are unreachable without online search engines, email, socess to online communities, and other elecronic tools.

Thiz toalkit provides imformiation, suggestions, and resources about the various compaonents of an IPS program. [tshould be
uzeful in planning, developing, implementing, and evalusting a jurisdiction-spedfic IPS program. It is not intended to be
used az a list of “required sctivities™ for Dizease Intervention Spedalists (DIS)E. The information presented in the toolkit is
based on published and unpublished evaluations, program experience. expert opinion, and input from several state health
departments and community-bazed nonprofit organizations.

*Far the purpasss of this document, we use the term DIS to include any staff who intendew patients and elicit partner
information and perform partner notification. Other tarms for DIS may include Public Health Investigators, Disease
Prevention Specialist, Public hesith Advisors, etc.

Browse Report
Print Complete Report 1§

IPS Toolkit (cdc.gov)

LOGIN



https://www.cdc.gov/std/program/ips/default.htm

CDC Supports Partner Services through Funding
Opportunities

Strengthening STD Prevention and Control for Health Departments

— CDC DSTDP’s flagship prevention program funding

— Flexibility to engage in innovative disease investigation and

intervention models, including the use of digital media and technology
to improve program activities and services



Take Home Messages

o Medium doesn’t matter; rules still apply
o Refer to state’s relevant public health authority

o Follow best practices



Thank youl!

Ryan Cramer  Rachel Kachur
uxjO@cdc.gov rlk4@cdc.gov

For more information, contact CDC
1-800-CDC-INFO (232-4636)
TTY: 1-888-232-6348 www.cdc.gov

The findings and conclusions in this report are those of the authors and do not necessarily represent the
official position of the Centers for Disease Control and Prevention.
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